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1  Purpose

This document describes how to manually apply the BTL tests, for situations where scripting and other
automated procedures do not apply or cannot be applied. (The interim manual MS/TP tests are described
in the BTL Specified Tests document.)

Most of the tests found in 135.1 can be applied using a general manual test method as described in section
2.1.
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2 Manual Tests
2.1  The General Manual Test Method

2.1.1  Purpose

This manual test method is used to apply tests defined using the TCSL syntax, defined in clause 4 of
ASHRAE 135.1, such as those tests defined in ASHRAE 135.1 and the BTL Specified Tests document.
The method is intended to provide the tester with enough instruction on how to read a test definition and
convert the definition into manual test steps.

2.1.2  Tools Required

The primary tool required for performing the manual tests defined in ASHRAE 135.1 is VTS. The tester
should have a general understanding of VTS and how to perform the basic testing functions: generating
BACnet packets, capturing network traffic, reading captured network traffic, reading and writing BACnet
properties in the IUT. For more information on how to perform these functions, refer to the VTS Usage
Guide.

Preconditions:

1. Setup VTS as per VTS Usage Guide, ensuring that VTS is communicating with the IUT.

2. Setup the IUT as per the configuration requirements described in the test.

3. For each step in the test, perform the test step as per the guidelines below. If the IUT fails to
perform any step, or the ERROR test statement is encountered then the IUT shall fail the test.

2.2 Test Step Constructs

The process for performing a test step starts with understanding the test statement. The following list
describes how to apply a test step of each of the given types.

2.2.1 IF/THEN/ELSE

The IF statement allows for conditional test step execution based on the IUT's implementation and its
characteristics. The tester must evaluate the IF condition to determine which set of test steps to execute.

2.2.1.1  Execution Steps

1. Evaluate the IF condition. In some cases, the tester will be required to read property values from
the IUT in order to evaluate the IF condition. To do so, the tester should initiate a BACnet request
using VTS to determine the property value. If, while evaluating the IF condition, the IUT fails to
correctly respond to a BACnet request, then the IUT shall fail the test. The tester shall report the
failure in the Results section for the test along with the test step number.

2. If the condition evaluates to TRUE, then the test step immediately following the THEN keyword
shall be executed.

3. If the condition evaluates to FALSE and the IF statement contains an optional ELSE portion, the
test step following the ELSE shall be executed. If the condition evaluates to FALSE and the
optional ELSE portion is absent, the test shall skip the test step immediately following the THEN
keyword.

2.2.1.2 Example

In the below example, the tester would use VTS to change the Present_Value property of the object being
tested if the property is writable using BACnet services, otherwise the tester would perform whatever steps
are required to change the value of the Present_Value property.

6. IF (Present_Value is writable) THEN
WRITE Present_Value = X
ELSE
MAKE (Present_Value = X)
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The following example IF condition requires that the tester read 2 property values from the IUT.
9. IF ( Record_Count = Buffer_Size ) THEN

2.2.2 REPEAT

The REPEAT statement allows for test steps to be repeated a specified number of times. The tester must
repeat the test steps contained within the REPEAT construct based on the repeat conditions.

2.2.2.1  Execution Steps

1. Evaluate the REPEAT condition. In some cases, the tester will be required to read property values
from the IUT in order to evaluate the REPEAT condition. To do so, the tester should initiate a
BACnet request using VTS to determine the property value. If, while evaluating the REPEAT
condition, the IUT fails to correctly respond to a BACnet request, then the IUT shall fail the test.
The tester shall report the failure in the Results section for the test along with the test step number
and the values of any parameters used in that step.

2. If the condition evaluates to TRUE, execute the test steps contained within the REPEAT
statement's body. Repeat from step 1.

3. If the condition evaluates to FALSE, skip the test steps contained within the REPEAT statement's
body and move on to the next test step.

2222 Example
In the below example, the tester would repeat the VERIFY step based on the number of properties included
in a previous test step.

3. REPEAT X = (properties initialized in the CreateObject-Request) DO {
VERIFY (the object identifier for the newly created object),
X = (the value as per the 'List Of Initial Values' of the CreateObject-
Request)

}

223 ERROR

The ERROR statement is used in a test definition when a condition results in the IUT automatically failing
of the test. The ERROR statement is usually found within an IF statement.

2.2.3.1  Execution Steps
1. Fail the test

2.2.3.2 Example
ERROR "Incorrect MS/TP Frame Data CRC undetected."

224 CHECK

The CHECK statement is used in a test definition when the tester must verify that some action by the tester
should result in a change to the IUT that is not network visible.

There are a number of tests that use the CHECK statement to ensure that the IUT sends no packets in
response to a packet sent by the tester. In these tests, it is expected that the IUT is in a state where it would
not normally send any packets unless queried and that there are no other BACnet devices on the network
that would interrogate the IUT. The tester should ensure that these conditions exist. If the tester cannot
ensure that these conditions exist, then the tester must verify that any packets sent by the IUT were not in
response to the tester sent packet.

2.2.4.1  Execution Steps

1. Verify that the IUT exhibited or is exhibiting the desired behaviour.
2. If the IUT does not exhibit the desired behaviour then the IUT shall fail the test. The tester shall
report the failure in the Results section for the test along with the test step number.
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3. Ifthe IUT does exhibit the desired behaviour, continue with the next test step.

2.2.4.2 Example
In the following example, the tester would check for whatever vendor defined actions the IUT would take
when it resets.

4, CHECK (the IUT reset)
In the following example, the test would be checking to ensure that no packets are sent by the IUT. If the

IUT did send packets, the tester should ensure that those packets were unrelated to the packet transmitted
by the tester.

1. TRANSMIT
DESTINATION = IUT,
SOURCE = TD,
Initialize-Routing-Table
Number of Ports = 0

2. WAIT Internal Processing Fail Time
3. CHECK(that the IUT did not reset and that the IUT did not send any packets)

225 MAKE

The MAKE statement is used in a test definition when the tester must cause a specific change to the IUT.
The tester may, or may not, be able to use VTS to cause the change.

2.25.1 Execution Steps

1. Make the IUT exhibit the behaviour described within the MAKE statement.
2. If the specific change cannot be made to the IUT, then the IUT shall fail the test. The tester shall
report the failure in the Results section for the test along with the test step number.

2252 Example

In the following example, the tester might use VTS to change the value of the property. If the IUT cannot
be made to take on the value x, yet x is a valid value for the property in question, then the IUT shall fail the
test.

3. MAKE (Present_Value have a value x such that x corresponds to a NORMAL state)

226 TRANSMIT
The TRANSMIT statement is used in a test definition when the tester must cause a specific packet to be
sent on the BACnet network.

The TRANSMIT statement describes the packet to send by providing a list of the packet parameters and the
values that these are to be set to. Many of the values will be based on the parameters chosen for the test
(such as the object or property being tested), or will be based on previous steps in the test.

2.2.6.1  Execution Steps

1. Use VTS to generate the packet described in the test step. Unless otherwise stated in the test step,
the packet being generated is to be sent to the IUT.

2.2.6.2 Example

In the following example, the tester would use VTS to send a ReadProperty-Request packet to the 1UT.
Note that the 'Object Identifier' parameter shall be set to reference the object that was chosen for this test
and documented in the IUT's Test Plan.

2. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
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'Property Identifier' = Present Value

2.2.7 RECEIVE

The RECEIVE statement is used in a test definition when the tester must check that the IUT sent a specific
packet. In general this statement follows a TRANSMIT or MAKE statement and is used to catch the IUT's
response. The tester will verify that the packet was received by examining the VTS packet log. Upon
finding the packet, the tester must take great care to ensure that ALL of the parameters of the packet are
correct. For a detailed description of how to examine packets in the packet log refer to section 2.3,
Verifying Received Packets.

In some cases, the RECEIVE statement does not follow a TRANSMIT or MAKE statement. In these cases
there is an implied MAKE statement. The tester will be required to understand what is desired and ensure
that the IUT is made to perform the action. If the IUT cannot be made to perform the action then the IUT
shall fail the test. An example of this can be found in 135.1 in test 8.10.1 Confirmed Notifications
Subscription.

2.2.7.1  Execution Steps

1. Wait for the IUT to generate the desired packet. In general the wait should not be long. The IUT
will usually respond before the tester has the chance to check for the response.

2. Check the network packet trace for the response. Verify that each parameter in the response packet
sent by the IUT matches the parameter described by the test step.

3. Ifthe IUT does not respond, or any parameter does not match then the IUT shall fail the test. The
tester shall report the failure in the Results section for the test along with the test step number.

2272 Example

3. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'Property Identifier' = Change_Of State_Count

4. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'Property Identifier' = Change_Of _State_Count,
'Property Value' = (any valid value, N)

228 WAIT

The WAIT statement is used in a test definition to inform the tester to wait for a specified period of time
before continuing with the test. The tester may prepare for the next test step but must wait until the
specified amount of time has passed before executing it.

2.2.8.1  Execution Steps

1. Stop executing test steps for the specified period.
2. Continue the test with the next test step.

2.2.82 Example

In the following example test, the WAIT test step is used to ensure that the minimum on time setup is
performing correctly in the IUT. (Hint: while waiting for the Minimum_On_Time to complete in this
example, the tester could prepare the ReadProperty packet for the VERIFY statement.)

WRITE Present_Value = ACTIVE, PRIORITY =7

VERIFY Present_Value = ACTIVE

VERIFY Priority_Array = ACTIVE, ARRAY_INDEX =6
WAIT (approximately 90% of Minimum_On_Time from step 1)
VERIFY Priority_Array = ACTIVE, ARRAY_INDEX = 6

SR A

Note that in this example, the timing may be such that it cannot be attained while manual testing.
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229 WRITE

The WRITE statement is used in a test definition to modify a property value in the IUT. The tester shall
generate a WriteProperty-Request and verify that a Simple-Ack is returned by the IUT by checking the
packet log. In some tests the object identifier is omitted from the description because it is clear from the
context what object should be written to.

2.29.1  Execution Steps

1. Use VTS to generate the WriteProperty-Request described by the test step.

2. Verify that the IUT returns a SimpleAck-Request. If the IUT fails to return a SimpleAck-Request,
then the IUT shall fail the test. The tester shall report the failure in the Results section for the test
along with the test step number.

2.29.2 Example

In the following example, the WRITE statement is used to set the Present Value property of a binary
object. The specific object being modified is implied by a previous test step, or by the test parameters
documented in the IUT's Test Plan.

1. WRITE Present_Value = ACTIVE, PRIORITY =7

2.2.10 VERIFY

The VERIFY statement is used in a test definition to check that the value of a property in the IUT is as
required by the test.

When verifying property values the precision of the property should be taken into account. This
information is usually included in the EPICS.

2.2.10.1 Execution Steps

1. Generate a ReadProperty-Request for the property in question.

2. Verify that the IUT returns a ComplexAck-Request and that the value contained in the request
matches the value specified in the test step. If the IUT fails to return a valid ComplexAck-Request,
or the value of return in the ComplexAck differs from that in the test step, the IUT shall fail the
test. The tester shall report the failure in the Results section for the test along with the test step
number.

2.2.10.2 Example

If the following example, the tester would generate a ReadProperty-Request for the Present-Value of the
implied object. The tester would then scan the packet log for the response from the IUT and verify that the
value returned is 'ACTIVE".

2. VERIFY Present_Value = ACTIVE

2.2.11 BEFORE

The BEFORE statement is used in a test definition to check that the IUT exhibits a specific behaviour
before a specific amount of time passes.

The majority of the occurrences of this statement are followed by a RECEIVE statement. In these cases,
the tester shall verify that the packet required by the RECEIVE statement is received within the specified
time frame. If the packet is not received within the time frame, then the test shall fail.

Some of the tests use the BEFORE statement to ensure that a specific packet is not received within the
specified time frame. For test steps of this form, the tester shall verify that the specific packets are not sent
by the IUT.

There are also test steps where the BEFORE statement is used to ensure that the tester performs an action
within a specified time frame. The tester shall ensure that the action is performed within the time frame. If
the tester is unable to perform the action within the specified time frame then the test shall be skipped and
this should be noted in the Results section of the IUT's Test Plan.
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2.2.11.1 Execution Steps
For BEFORE statements followed by a RECEIVE statement:

1. Perform the RECEIVE statement as normal, but wait no longer than the time period described by
the BEFORE statement. If the packet is not received within the specified time frame the IUT shall
fail the test. The tester shall report the failure in the Results section for the test along with the test
step number.

For BEFORE test steps meant to verify that the IUT does not generate a specific packet:

1. Wait the specified time period and the verify in the packet log that the specified packet was not
generated by the IUT.

2. If the packet is in the packet log, then the IUT shall fail the test. The tester shall report the failure in
the Results section for the test along with the test step number.

For BEFORE test steps that are used to restrict the timing of a tester's actions, the tester shall ensure that
the test step is executed within the required time frame.

2.2.11.2 Examples
An example of the BEFORE statement followed by a RECEIVE statement.

2. BEFORE (60 seconds)
RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
I-Am-Router-To-Network,
Network Numbers = 2

An example of the BEFORE statement used to verify that the IUT does not generate a specific packet.

6. BEFORE (Acknowledgement Fail Time) {
IF (ReadProperty-ACK received) THEN
ERROR "Incorrect MS/TP Frame Data CRC undetected."

}
An example of the BEFORE statement used to restrict the timing of the next action of the tester.
4. BEFORE Minimum_On_Time

WRITE Present_Value = INACTIVE, PRIORITY = (any value numerically
lower than 6 (higher priority))

2.2.12 WHILE

The WHILE statement is used to repeatedly perform a test step while a specific condition exists. The tester
shall continue to perform the contained statements until the WHILE condition no longer exists.

2.2.12.1 Execution Steps

1. Evaluate the WHILE condition. In some cases, the tester will be required to read property values
from the IUT in order to evaluate the WHILE condition. To do so, the tester should initiate a
BACnet request using VTS to determine the property value. If, while evaluating the WHILE
condition, the IUT fails to correctly respond to a BACnet request, then the IUT shall fail the test.
The tester shall report the failure in the Results section for the test along with the test step number.

2. If the condition evaluates to TRUE, execute the test steps contained within the WHILE statement's
body. Repeat from step 1.

3. If the condition evaluates to FALSE, skip the test steps contained within the WHILE statement's
body and move on to the next test step.

© 2014 by BACnet International. All rights reserved 8
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2.2.12.2 Example

In the following example, the WHILE condition is used to wait until the IUT collects enough Trend Log
samples to fill its buffer. In this case, the tester is watching the Trend Log object for a specific condition.

6. WHILE ( (Total_Record_Count — (value X returned in step 4)) modulo 232 < Buffer_Size )
DO{}

2.3 Verifying Received Packets

In order to verify packets a protocol analyzer is used to capture the BACnet traffic on the network. The
protocol analyzer contains a log of all packets sent to and from the IUT. A thorough understanding of
decoded BACnet messages is required in order to verify packet logs. It is recommended that a 3rd-party
protocol analyzer be used to manually verify packets because a decoder developed in-house may suffer
from the same potential encoding or decoding errors as the product being tested.

3 Manual Tests

This section describes the test steps for specific tests that cannot otherwise be determined using the general
manual test method.

3.1 135.1-5-EPICS Consistency Tests

In the absence of an automated test the following manual test procedures should be followed to ensure
device consistency.

The EPICS consistency test verifies consistency among data elements in the IUT by verifying consistency
in the EPICS. At any time during the EPICS consistency check the tester may opt to manually verify
consistency in the physical device. Each of these tests ‘a — I” must be executed in order to pass this test.

Each implementation shall be tested to ensure consistency among interrelated data elements. These tests
shall include:

€)] All object types required by the specified BIBBs shall be indicated as supported in the Standard
Object Types Supported section of the EPICS.

Test Steps: The Standard Object Types Supported section of the EPICS meets the requirements of the
BIBB if the BIBB can be fully tested per the referenced tests in the functionality checklist. In either the
135.1 Test Standard or the BTL Specified Tests the test concept or test configuration section may imply
that a particular object must be used. Clause 12 of the BACnet Standard may be used as a reference.

(b) A minimum of one instance of each object type required by the specified BIBBs shall be included
in the test database.

Test Steps:

For each required object instance verify each object claim is present in the ‘Standard Object Types
Supported:” section in the EPICS.

(© The Object_Types_Supported property of the Device object in the test database shall indicate
support for each object type required by the supported BIBBs.

Test Steps:

For each required object instance verify each object claim is present in the
Protocol_Object_Types_Supported property of the Device object. The device object may be found in the
EPICS section titled ‘List of Objects in test device:’

(d) All application services required by the supported BIBBs shall be indicated as supported in the
BACnet Standard Application Services Supported section of the EPICS with Initiate and Execute indicated
as required by the supported BIBBs.

Test Steps:
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The Standard Application Services Supported section of the EPICS meets the requirements of the BIBB if
the BIBB can be fully tested per the referenced tests in the functionality checklist. In either the 135.1 Test
Standard or the BTL Specified Tests the test concept or test configuration section may imply that a
particular object must be used.

(e) The Application_Services_Supported property of the Device object in the test database shall
indicate support for each application service for which the supported BIBBs requires support for execution
of the service.

Test Steps:

1. Verify the device object property ‘Application_Services Supported’ contains a flag set to ‘on’ for each
‘Standard Application Services Supported’ line item.

2. Verify each supported line item in the ‘BACnet Standard Application Services Supported:’ has a one to
one correspondence with the device object property ‘Application_Services_Supported’ flags.

()] The object types listed in the Standard Object Types Supported section of the EPICS shall have a
one-to-one correspondence with object types listed in the Object._Types_Supported property of the Device
object contained in the test database.

Test Steps:

For each object instance in the section titled ‘Standard Object Types Supported’ verify each object contains
at least one instance in the device objects property Object Types_Supported. The device object may be
found in the EPICS section titled ‘List of Objects in test device:’

(9) For each object type listed in the Standard Object Types Supported section of the EPICS there
shall be at least one object of that type in the test database.

Test Steps:

Using the ‘Standard Object Types Supported’ section as a reference, -verify the physical device contains
the object in question by any means. Sending a read property request to the object in question is one
method that may be used to verify an object in the physical device.

(h) There shall be a one-to-one correspondence between the objects listed in the Object_List property
of the Device object and the objects included in the test database. The Object_List property and the test
database shall both include all proprietary objects. Properties of proprietary objects that are not required by
BACnet Clause 23.4.3 need not be included in the test database.

Test Steps:

After verifying the validity of the device objects object-list property in the EPICS, compare this list with
the device object object —list property in the physical device. Sending a read property request to the object-
list is one method that may be used to verify an object in the physical device. The EPICS device object
object-list property is found in the EPICS section titled ‘Standard Object Types Supported’

Q) For each object included in the test database, all required properties for that object as defined in
Clause 12 of BACnet shall be present. In addition, if any of the properties supported for an object require
the conditional presence of other properties, their presence shall be verified.

Test Steps:

For each object in the section titled ‘Standard Object Types Supported’ verify the following in the physical
device. Sending a read property or write property request to the object in question is one method that may
be used to verify an object in the physical device.

© 2014 by BACnet International. All rights reserved 10



BACnet Testing Laboratories - Manual Test Instructions

1. Verify Required properties in the physical device: According to the BACnet Standard 2004 section 12
verify each object contains all required properties which are indicated with either an ‘R’ or “W”.

2. Verify conditionally writable properties in the physical device: Some properties are footnoted in the
BACnet standard as optional properties that are required based on claimed functionality. Verify the
properties in the EPICS are present and writable if required to be writable. AN EPICS writable property is
marked writable if the letter ‘W’ is placed to the right of the property in the section titled ‘Standard Object
Types Supported’

3. Verify all objects in the physical device ‘including proprietary objects’ contain the Object Identifier,
Object_Name, Object_Type properties.

4. Verify all objects that are not writable according to the EPICS section titled ‘Standard Object Types
Supported” are truly not writable.

() For each property that is required to be writable, that property shall be marked as writable in the
EPICS.

Test Steps.

1. Verify Required Writable Properties in the EPICS: According to the BACnet Standard 2004 section 12
verify each object in the section titled ‘Standard Object Types Supported’ contains a ‘W’ meaning writable
for all required properties. Use clause 12 of the BACnet standard to decide which properties are required to
be writable. A “W’ next to a property in the BACnet standard indicates the required to be writable.

2. Verify conditionally writable properties in the EPICS: Some properties are footnoted in the BACnet
standard as optional properties that are required based on claimed functionality. Verify the properties in the
EPICS are present and writable if required to be writable according to clause 12 of the BACnet standard.
AN EPICS writable property is marked writable if the letter “W” is placed to the right of the property in the
section titled ‘Standard Object Types Supported’

(K) The length of the Protocol_Services_Supported property shall have the number of bits defined for
BACnetProtocolServicesSupported for the IUT's declared protocol revision.

Based on the claimed protocol revision verify the length of the Protocol_Services_Supported bitstring is the
length specified in the BACnet standard.

()] The length of the Protocol Object Types Supported property shall have the number of bits
defined for BACnetObjectTypesSupported for the IUT's declared protocol revision.

Based on the claimed protocol revision verify the length of the Protocol_Object Types_Supported is the
length specified in the BACnet standard. See the BACnet standard.

3.2  135.1-7.1 Read Support for Properties in the Test Database

Currently there are two methods used to execute this test. Either option a or b below may be used to
execute this test.

a. VTS automated test ‘Read All Properties’

1. Load a complete EPICS file into VTS.

Select EPICS | Load EPICS

2. Execute the ‘Read All Properties’ automated test
Select EPICS | Read All Properties

© 2014 by BACnet International. All rights reserved 11
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b. Execute a read property request for each property in the test database.

Using a trusted tool that can send read-property requests to each property in the test database verify that
each property read returns a correctly encoded complex-acknowledgement. For each supported property
verify the IUT does not error, abort or reject the request.

3.3  135.1-7.2.2 Write Support Test Procedure

For each writable property, multiple values will be selected by the tester as defined in the 7.2.1 subclause to
verify the range of supported values. For each property in the test database write property requests are sent
to verify the device correctly sends a simpleAck to the request. A subsequent read is made to verify the
requested value (as specified in the range requirements) was actually written and returned by the device.
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